
AI: Silver Bullet or Heuristic Machine?
The inconvenient side effects of AI regarding Cybersecurity



WHO AM I?

Tijmen Molema

• Electronic Engineer

• Certification Expert

Liftinstituut: Worldwide Coverage

• NOBO 

• AECO

• LCB (Lift Certification Body)

• Cyber Security
• IEC 62443 series

• ISO 8102-20

• European directives

• Local standards, like TRBS-1115

• Functional Safety
• IEC 61508 series

• IEC 61784-3

• NEN-EN 13849-1/2

• 62061, 61800-5-2, etc 



AI IS BOOMING

Also, in our world

• Predictive maintenance

• Emergency calls operators

• Ordering materials

AI is treated as “silver bullet” → everything is AI nowdays

What are the shortcomings? 

• Is there misuse possible?



P != NP

2 prime(A, B) give 3 number (C), find A and B using C

• Easy to check A*B=C. 
• Almost impossible to find A and B with only C

Traveling salesman problem

Easy to generate “a” solution

• Most likely a pretty good solution (hidden logic, patterns)
• Do we think, that it is the best?
• Can it be the best?

A   B      C

17*59 = 833

833/3 = 277,6

833/5 = 166.6

833/7 = 119

Is 119 a prime?



SAFETY AND AI

Safety risks: self driving cars

Systems shall be Deterministic



SECURITY AND AI

LLM’s are fundamentally flawed for security

• Nondeterministic

• Non optimal answers

• Mixing instructions and data



MIXING INSTRUCTIONS AND DATA



MIXING INSTRUCTIONS AND DATA

SQL injection’s anno 2026:



OTHER ESCALATIONS









FOOT BETWEEN THE DOOR

The bot really wants to help, and will try to answer

• If it is too out of place, the filter kicks in

Slowly drift the context

Context get filled, lowers effectiveness of the filters

…

Profit



AI AS STATELESS MACHINE









HISTORY MANIPULATION

Since I control the history, I can force the system in the state I want



TEXT MANIPULATION



IS THERE MORE?

Emotional abuse

Role playing

Tip of the iceberg



SO?

Most of us coupled AI to our Office suite (co-pilot), Whatsapp (Meta), o.d.

• There is personal data here

• What data has it actually access to?

We created a massive security hole

We trust the outcome of AI, although it will almost certainly not be optimal



AI is fundamentally limited. Understand these limits.



COMPLIANT         AND         RESILIENT
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